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Abstract: In order to solve the problems of secure access and deduplication to the shared file in the cloud environment, a
novel notion called proof of shared ownership (PoSW) was formalized, and a formal definition of the PoOSW was given.
Furthermore, a PoOSW scheme and an enhanced version of that were proposed. In the PoOSW scheme, secure shared file
dispersal, convergent encryption and secret sharing algorithm were employed to transform the shared file realize the
sharing and authorization for the shared file, and then a novel challenge—response protocol was proposed to achieve the
proof of shared ownership and the foundation for the secure deduplication of the shared file was provided. An enhanced
PoSW scheme was designed to improve the availability and reliability for different kinds of the shared files by introduc-
ing the multi-cloud server providers and using the strategies of both data duplication and secret file dispersal. Security
analysis and performance evaluation show the security and efficiency of the proposed scheme.
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T4 Znin (HBEH 64 MB,  DRHTECT- 1L,
G, s-PoW! ", bE-PoW!™IFI ce-PoWw!
257 RIAZAE R 64 MB, A< SR %A DLHE
PURCT 3L Bt
5 HEESTEIFEM
510 HEEBRESH

X T EIEE AR AT, A ELHE PoSW J7
T RS A 5 I BT % i I o SRR
SEEIER, ST AT REHATS A bT, n
2 PR3 2 HIH T SCER[17]~ SCER[ 18]~ SCHR[19]-
PoSW 5 PoSW 4" Ji& J7 S [ SR 2% L . SCHR[17~19]
(1) 77 S 2 0T O B0 UE S P A ST A AL
PoW 7%, SASCIAIF IL = SO AU 7 LBz
i, DRk, ASCKSIX 3 AN I T EE AT
H BGRB8, RSO 3 ANESI R
BH,« Hy F Hy BA AR T T4

M2 T LR, AR5 s SRS 5T
SCHR[17]45 SCHR[18] 77 AT 5 HEAN A REAT #L )
BHAABICAFRIRTE, FFRSEDN, 1T PoSW Ly~
Ji T3 %5 SCHR[191 0L, 75X SO e 3047 4 B A 2,
BHHAT 2 IS, Ak, PoSW IEFEXT token
5B AT A SO SR A L A, R,
PoSW & Fui it BT IR K. PoSW L5 HAth 77 &
—HE, AR S s RS B TR IR e T
BB SCE, B, HO NG T I S SR
K. PoSW 1F 2 45 i ity W 4h A ISR 3 52 S50
BEAT A, T SCHR[17~19177 % 7 % SCF sl ek
ITEAHBEL, B, PoSW TGz R4S s bbb 55
FF8S . PoSW IR RIS IF RS R T5E AL i © ANk
A kit 7 30 SCRR 19177 Z 2540, TR, 5 SCRR[19]
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W REG . JLEPT A BRI PME B 2 L EH ik +25-
*z2 PoSW S5HEXA KM FF X LL 24
e E g A B E PSRl PNl . A LS A . .
Uik 3 Proe Proe T TR L TR RS A T T A = IR 5 4 AT T4
SCHR[ 1715 % O(2) - hash 0(z) 0(2) O(z2)-hash O(Q 1) PRF 0(Q 1)
1 1
N Lo l-l[lg] lg| —
SCHR[18]75 % O(z) - hash 0(z) 0(z) O(z)-hash o P e o P,
P, l
X O(b)-CE- ok
IR haih)Ahash 0@ 0@) hash -(h;sh O(Q 14 ) PRNG 0Q14)
O(b)-CE-
PoSW hash-hash-SF 0(z) 0(2) 0(0) O(Q I1 )-PRNG O(Q1A)
PoSW ¥ )i O(b)-CE-
% 1 nash-hashoSF 0(z) 0(z) 0(0) O(Q 11 )PRNG O(QIA)
PoSW ¥ J O(b) CE i
% 2 nash-hash-SF 0(z) 0(z) 0(0) O(Q A )-PRNG - SF O(011)

A RSS2 R B HGR T A2 1 O A
PR 5 2 6 N RN, BB 1 (¥ token {H. 7E
RS B WNATITRS T IR, PoSW 5 SCHR[ 19] 75 A7k
O MUETFE IR, REAPREETFEAEAET M) A
ANKE N 116 token {f1,  RIAH . (R0 AR B o

TER 2, z RN, b FoR K
[, O RoRTsEIH EHR MR, 1 KRR LeSH,
pra7n BF RHAIZ, 1 R0R token I E, R RN
BIE, hash FRPAT—IKEY | REIT 5 IF8S, CE
FRPAT IS 2 P 8, PRF RonAT—
AR BENLER AT 75 T4, PRNG Fonthar—xth b
BB e BT 5 P8 SF RN HAT— IR % 4 S0
A 5 A L R A Il T

PoSW ¥ JE J7 % 1 55 PoSW #H{Lt, RAEfeEftdt
S5 SCAE T TS v | 6 () SO A Y S ) 2 AT
demg, Bk, X 2 HIFES 8, IkAh, PoSW
IR E 1T 2 2RSS AL 10 ()38 A5 I
B O@) SR TS O(z). PoSW & J7 % 2 RHIKS ]
FH (1) 8 SC A 2 4 SCPF A TR A7 fifh SR s
I, 7E g2 5B I h B T et 5 0
PRlkAl, BT B ST e A SO R, I
BN 2 2 M 25 4R A i 2 W] (P38 A5 185 O(b), HAth It
145 PoSW — .
5.2 EEEVEM

ASCKH Linux R48 F CHil 5 T RG &
SEB, ¥ H] OpenSSL pRi %)%, R AES-256
5 SHA-256 % Hiis b AT 5 Boin % 5 yis 5. A3
SR H T AL RCE W R : CPU 24 Intel
Core i5-4590 3.30 GHz, RAM 4 DDR3 8 GB, fi%i
i WDC WD10EZEX-08M2NAO(1 TB/7 200 r/min),

1 R4 Ubuntu 12.04.4 LTS.

ARSI AN PoSW 7 ZE 11 2 AN BEEAT I i)
FEE TS, B BRSSO S A LR,
SRR 1 000 (RS (1AM . AR SRR 8
ANF RN FEZ SO BEAT S, 43000 4 MB.
8 MB. 16 MB. 32 MB. 64 MB. 128 MB. 256 MB,
512 MB, WK ) I () B A ms, S0 25 B
6 7K.

12 000

—E—PoSW-_Ef&dts

10 000 I 2~ PoSW-SL 2 B AL
—X¥—PoSW# @ 1- Lz

—+PoSWH" & 1- 3L BT A AU

8 000 [{—=¢—PoSWH"J2- EARILZ

—©—PoSW¥# @2- L Z iU

6000 |

i} J]/ms

40001

2000

A

.

4 8 16 32 64 128 256 512
X RK/NMMB

K6 2 KB ok ST

HIP 6 WTLAE B S5 SCPE /N R
EARICE A B IR T Bl 2 K, st

% 512 MB i, PoSW 5 % AL [AI{ N 4.7 s,
FEVTHZ 5/ s PoSW FT TR 1 T HAEAAik
LA T TR ) 2 S AR A 1 4y
e, B, EAASLESCRRI IS PoSW
Ji%—8; PoSW ¥ RETT % 2 XHILH | FH R (1% Sk
A8 22 4 SO AT (P A7 SR w78 b A 3L S i
0 B SRR AT R B S g A B, PRI, PR AT
it [ LG PoSW J7 SR, L3028 512 MB
i, ARIETT 10.7 so ILEATABAE W B
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« 26 i@ {I):T

¥ R o538 &

i) B L =SR2 A2 S I, PoSW 5 % i
TAXTG T J A token )& I E —IRSCHFHPI %
A, AT AR BB AT KRk, 355
PEREINE] 512 MB I, HAE BB B IR (A 75 0.18 s,
HABEIIE; PoSW ¥ TR 1 iFNY
PoSW —3; PoSW & )7 % 2 Tkl s wtidk
ATHbE SR A B, Kk, TR ] LG PoSW
FOR, MIL= Rl 512 MBI, TR 1.6 s.

ARSI N S BT AT B AR AT R
WA, S5RE 7 s, g E4cE n ) 420
A, BT E A, A RS E KA
[F], 24T B bSO /N S50 B e e, A
SCSERR AR 2 MBSO, SEGERE 1 000
USERG (V3448 MR 45 SRR 347 ms. HH
Bl 7 T, BEAE AT E RGN R, BRI
B B LS B AT BCUE B B B 114 2 i ) [V L A 1 3
K, MPraEEEER 20 I, EARILE SO B
AN SRR T 29 0.9 s, [RIFEEAT B =KL
2 PoSW 17§ J7 GE T 8 SCHAL T 1) 2 A SUAF R 3
155 P ARIL SO BOG EE A T g A 1) S AH
A, DA, B SCHgm i [ B 2 2= RS A
AR AR a5 AR SO B o B
SR P I 1) it 2 35 2 A 5 0 () AR A — 3

%1076
1.0
—— bR ILE
0.8 18— E R HBGIER
€06
=
204}
02} o o—0o—o
0 4 8 12 16 20
HEHELE

B 7 SC PR B S g I T T4 R 55 2R

6 ZHERIE

B DM 2o I AR S A H AR, BRYTis S
P R TTH FRGEE 2 3O 2 AU ) S A
T IITTRR R MAT 2 AAT RA A i X  E C
i, JERTILSEBL 2 A s ) L 2 F Ok 2 T AT A
Ko ASCOEAME SCEE A BUEN] (PoSW) IR
& JFHIE P PoSW T, AT S, JEscft
(BT AT 2 m] A SRA A B A SR R 345 R
SRV SEARBLRIM Y, DIIE B CAA SR 3= SO T

Fo ARG L, SCIDIE RS I e BT, AT
iR 2 I 55 e (A B U R SR AL, SIN 22 = g5 B it
i 5 LI A SRS 2 4 SO RIAT SR 6 PoSW EA T
S/ I C 7S v L o DAE R % L R e o i
Hr S PERE TR I r S &4 HAT RN o

T TR S IR R S R, T
2 PoSW BRSNS 7, USSR & Aot
MATeT, WRZBE LT IRA. T &
REREPITHLEL. BAh, 3enT UG I E MR 5
A B SCHR B0 2, e 4 2 T 5l o MR N AR 4
7, WIEEHN & LIRS

S K
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